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Today, IT infrastructure represents the central nervous system of every company.
Many of the activities of our daily lives are handled via the Internet.

There is a lack of an adequately sustainable awareness of the cyber risks to which
companies are exposed due to advanced digital networking. This is partly due to the
fact that the danger of so-called ‘cyber attacks’ is only partially palpable to many, with
attacks going unnoticed in some cases. As a result of major incidents, such as
WannaCry and Petya in 2017, or Emotet in 2019, awareness of these risks should
be keen, and yet vulnerability remains high due to the often insufficient protections
against cyber crime.

In view of the increasing digitalisation, the market for cyber risks is developing
dynamically, both in Europe and internationally. According to a study by Bitkom,
Germany’s digital association, the cyber damage inflicted on German companies
each year is estimated to be around EUR 55 billion —and the trend is rising. According
to the official information of the German Federal Criminal Police Office on losses due
to cyber attacks on German companies, the figure is significantly lower and stands
at around EUR 51 million. This large discrepancy is due to the fact that only a fraction



of cyber attacks are waged in a way that generates public attention, since the
companies affected want to avoid negative reputational effects.

The impacts of cyber attacks and the losses related to them not only harm the
particular firm but can also harm the economy on the whole. In a study by the Allianz
Risk Barometer in 2020, cyber risk has emerged as the world’s number one
enterprise risk, followed by business interruptions and natural disasters. The ‘cyber’
threat is regarded as a growth area in the primary and reinsurance sectors worldwide
and has been developing more dynamically than any other hazard for the past five
years. With the help of services (such as prevention and claims processing),
reinsurance companies can benefit from a growth market. Given the expected trend
in the market for cyber insurance, a study by KPMG estimates a gross insurance
premium for cyber insurance of up to EUR 20 billion through the year 2036 in the
DACH regions alone (Germany, Switzerland & Austria).

The complexity of the cyber threat and the evolving nature of the risk involved present
a host of challenges for the design of insurance products, for underwriting, for risk
management and for cumulative control — for both primary and reinsurance
companies. Correct assessment of cyber risk is therefore indispensable, and the right
approach must always be developed further. Special attention needs to be given to
the variety of forms a cyber event can take. Thus, primary and reinsurance
companies can incur not only the costs of data loss, but also the costs of
reconstructing IT infrastructure, the costs of network and business interruptions,
costs of crisis management, costs of reputational risk, and the costs of third-party
liability claims.

The complexity of a risk, its assessment and, above all, the lack of data and
understanding become decisive factors when considering the enormous cumulative
potential of cyber policies. Because connectivity and cyber technology are
ubiquitous, a widespread single event can lead to a large number of cyber contracts.
Silent cyber scenarios in particular need to be factored into risk-based pricing.

Reinsurers support primary insurance companies and their end customers with risk
management while taking on a number of economically important tasks. Yet cyber
risks pose some challenges for reinsurers, as follows:

e Accumulation

e Risk-adequate pricing

e Lack of data

¢ Information asymmetry

e Cumulative risk

e Explicit vs. non-explicit cyber scenario (silent cyber)
e Uniform definition and services



As aresult of the increasing interconnectivity of the economy as well as monocultures
of hardware and software, a cyber incident can hit many companies simultaneously
and wreak considerable macroeconomic damage, particularly in critical
infrastructures. Infrastructures are considered critical if the consequences of an
outage cannot be remedied through claim payments in monetary form alone. In cases
such as these, the transfer of risk with the aid of cyber reinsurance reaches its limits.

In cyber insurance, the past does not provide a reliable indication of the likelihood of
a claim; risks must be simulated with the aid of complex model calculations. Artificial
intelligence (Al) could be beneficial for the assessment of cyber risks in the effort to
make patterns and probabilities in the field of risk transfer easier and more efficient
to analyse. Parametric reinsurance solutions supplemental to classic insurance could
provide an alternative approach. Parametric cyber coverage with a defined trigger
(e.g. aided by the GDPR as trigger) can be offered as a release of payments of
claims.

To help keep small and medium-sized enterprises sufficiently insurable, and for
larger industry solutions as well, a risk-pooling facility could be created in which the
traditional reinsurance market shares the claim burden with the insurance-linked
securities market. Aided by artificial intelligence and using parametric triggers (e.g.
through the GDPR), the claims situation could become more efficient and targeted.

Parametric cyber coverage could prevent transparency issues in claims settlement
and reduce costly audits of reinsurers. A possible Al strategy could be used to
simplify assessments of cyber risks and render make these assessments more
efficient. Parametric cyber solutions can also be interesting for alternative capital;
after all, vehicles with trigger solutions such as this are widespread in the NatCat
area as well.

Holistic hedging is suitable for large industry risks and for critical infrastructures as
well. This could take the form of close cooperation with primary and reinsurers and
in cooperation with state-based solutions. The idea is for primary and reinsurance
firms to join forces with state-based solutions to create ‘cyber risk pooling’ and
provide full protection against cyber attacks. The form of protection could be based
on the current Extremus Versicherungs-AG, as a special insurer. Particularly if
reinsurers worldwide are no longer in a position to cover loss events of this order of
magnitude within the framework of conventional forms of contract, and insurability
reaches its limits, holistic protection is useful.



Discussion

Which scenarios are considered? Certain sector? International or regional
protection? Or historic losses only? What is the estimated annual loss
experienced by German companies? From certain cyber attacks?

This research work took all lines worldwide into consideration. All sectors were
analysed, along with the impact on the capital market. Future damage
scenarios were also considered and assessed with new forms of hedging.

As various studies have shown, the estimated loss that German companies
suffer each year consists mainly of malware and ransomware.

Is cyber of interest to the ILS market at all, particularly taking into account a
possible correlation between cyber incidents and the capital market? Is the
cyber threat comparable to NatCat hazards or pandemics, particularly where
economic impact is concerned?

A pandemic correlates with the capital market, particularly with economic
development across multiple sectors. Historically, cyber attacks have
exhibited a correlation to the capital market. Following a cyber attack, stock
prices for the company and sector affected have briefly dropped but then went
on to a sustained recovery. Nonetheless, a cyber attack that becomes known
carries a high reputational risk with it. Whether this can be fully restored is
unknown. And yet there is a need to revise awareness of cyber attacks in an
effort to narrow the gap between known reports of loss and unknown reports.
In turn, greater transparency creates a better understanding and simplifies the
forms of protection accordingly. A uniform definition of cyber incidents and
claim payments is an essential part of creating the kind of clear understanding
that will make this hazard interesting and understandable for investors as well.
The analysis shows that a certain niche exists for cyber disasters in the market
for ILS.

What loss assumptions did you analyse for your research? Were only historic
losses assessed here? Were the rapidly developing IT sector and IT
technology factored into the models as well?

The dynamic trends in IT were taken into account. It is not sufficient to consider
exclusively historic losses. To achieve full protection, primary and reinsurers
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must take future loss trends into account as well. In addition, as known
historical loss data are not sufficient for risk-appropriate pricing, model
calculations for future loss effects must be included.

Please contact Jorg Dirks (joerg.dirks@th-koeln.de) with any questions or comments.
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