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sufficiently assess.’ o 2o

= Cyber is developing more dynamically than any other hazard.
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The ‘cyber threat is regarded as a growth area in the
primary and reinsurance sectors worldwide and for the past five years has been
developing more dynamically than any other hazard. This major topic concerns both
primary and reinsurance companies in all areas, whether in property, liability,
transport or accident insurance. Services (prevention, risk-based pricing models and
claims processing, for example) present a global growth market for the reinsurance
industry.

The complexity of the cyber threat and the evolving nature of the risk involved present
a host of challenges for the design of insurance products, for underwriting, for risk
management and for cumulative control — for both primary and reinsurance
companies. Correct assessment of cyber risk is therefore indispensable, and the right
approach must always be developed further. Special attention needs to be given to
the variety of forms a cyber event can take. Thus, primary and reinsurance
companies can incur not only the costs of data loss, but also the costs of
reconstructing IT infrastructure, the costs of network and business interruptions,
costs of crisis management, costs of reputational risk, and the costs of third-party
liability claims.

The complexity of a risk, its assessment and, above all, the lack of data and
understanding become decisive factors when considering the enormous cumulative
potential of cyber policies. New, complex and dynamically evolving areas of threat
call for solution approaches that extend far beyond classic primary and reinsurance
cover.

Because connectivity and cyber technology are ubiquitous, a widespread single
event can lead to a large number of cyber contracts. Silent cyber scenarios in
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particular need to be specially factored into risk-based pricing. Even if the cyber line
presents considerable growth opportunities in the primary and reinsurance sector,
underestimating the technical and risk-related complexities involved can lead to fatal
consequences.

The word ‘silent’ or ‘non-affirmative’ must be understood as an issue that arises
implicitly without explicit commentary or explanation. This thus comprises all
insurance lines that define the insurance claim on the basis of an all-risks concept
and do not explicitly exclude cyber risks.

Many conventional lines neither mention nor explicitly exclude cyber risks. By
contrast, other lines define cyber risks but do not formulating them comprehensively,
as in these lines:

e Property

e General Liability
e E&O

e D&O

Silent cyber exposures may remain a threat in the lines of technical or industrial
insurance, in transport and aviation insurance, or in motor-vehicle insurance, as
exclusions for cyber either are inadequately stated, or there are still no exclusions for
these lines at all.

Hedging against silent cyber risks — risks that either have not yet been identified or
have been inadequately assessed — confronts the reinsurance industry with
challenges, but this can also create opportunities and revolutionise an industry.

Some of the challenges involved are:

e Accumulation

¢ Risk of change

e Risk-appropriate pricing

e Lack of data

e Cumulative risk

e Explicit vs. non-explicit cyber scenario (silent cyber)
e Uniform definition and services

In both the primary and reinsurance sectors, there is still uncertainty as to whether
the risk of cyber attack might be hedged unnoticed or unintentionally through hedges
outside the cyber line.

As a result of the increasing interconnectivity of the economy as well as monocultures
of hardware and software, a cyber incident can hit many companies simultaneously
and wreak considerable macroeconomic damage, particularly in critical
infrastructures. Infrastructures are considered critical if the consequences of an
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outage cannot be remedied through claim payments in monetary form alone. In cases
such as these, the transfer of risk with the aid of cyber reinsurance reaches its limits.

Alongside the challenges, however, silent cyber risks also pose opportunities for the
reinsurance industry. Uncertainties in hedging could be eliminated through a
sustainable underwriting concept, a clear and unambiguous definition of risk, through
regular reviews of calculation approaches and through checks of accumulation
scenarios. Forms of hedging through government and pool solutions, could also
complete a holistic hedging of cyber risks, perhaps taking the form of close
cooperation with primary insurers and reinsurers and in cooperation with government
solutions. The idea is for primary and reinsurance firms to join forces with these to
create ‘cyber risk pooling’ and provide full protection against cyber attacks.

Discussion

e Exactly how is ‘silent cyber defined? How should silent cyber risks be approached
in existing forms of cover?

According to a definition by Stefan Golling, Board of Management member at
Munich Re, the term ‘silent cyber’ entails risks ‘that either have yet to be identified
or have not been sufficiently assessed. This concerns a large number of
conventional policies in which cyber risks go unmentioned, for example, or are
not explicitly included or excluded, meaning they can also lead to exposure in
property and liability portfolios’.

e Are silent cyber risks actually uninsurable, or what must a possible approach to
hedging against them involve?

There are loss scenarios that reinsurance companies might not be able to cover
at all — or, if so, only to a very limited extent, such as a large-scale systemic failure
of a critical infrastructure.

Close interaction with primary insurers and reinsurers is an indispensable part of
adequately assessing and insuring against cyber risks. It is also important to
involve the end customer and external partners in an effort to arrive at a shared
understanding of how to deal with cyber risks. Uncertainties in hedging could be
eliminated through a sustainable underwriting concept, a clear and unambiguous
definition of risk, through regular reviews of calculation approaches and through
checks of accumulation scenarios. Integral hedging of cyber risks could also be
extended through state and pool solutions.



Please contact Jorg Dirks (joerg.dirks@th-koeln.de) with any questions or comments.
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