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The frequency and the dimensions of cyber risks are forever growing in scale. The 

NotPetya ransomware attack in 2017 is one example of this. The damage totalled to 

10 billion US dollars, as the ransomware exploited a vulnerability in the Windows 

system that permitted it to spread independently throughout the worldwide network. 

That same year witnessed the launch by cybercriminals of the WannaCry 

ransomware, which resulted in damage estimated at 92 million pounds sterling.  

The Irish Health Service (HSE) fell victim to a ransomware attack just this year. The 

Irish Government was faced with a ransom demand of 20 million US dollars to restore 

services after the attack. A ransomware attack perpetrated on the Colonial Pipeline 

just a few weeks prior had had a significant impact on the US economy. The attack 

temporarily prevented some 45% of the US east coast from being supplied with 

diesel, petrol and kerosene. As a result, in the short term the average price in the US 

rose by 7 cents to $3.04 per gallon, the highest level in seven years. Colonial Pipeline 

also confirmed that it had paid a ransom of 4.4 million US dollars to the hacker group 

after the attack. Inadequate cybersecurity is estimated to have led to 945 billion US 

dollars in damage to the global economy in 2020.  

Despite the threat on this order of magnitude, the availability of data on cyber risk is 

still very limited. Practitioners in the field and the academic literature on the topic list 

the following reasons for this limitation:  

• Lack of data due to missing history 

• Companies that have suffered cyber damage rarely publish this fact 
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• Cyber risks are dynamic and mutable 

 

This lack of data poses problems for many companies. A sufficient basis of data is 

essential to insurers that seek to provide corresponding insurance cover as part of 

the risk transfer, as a sustainable calculation of the risk premium is more difficult in 

the absence of comprehensive data on cyber damage. The study by FitchRatings 

offers an example of the increased difficulty of carrying out sustainable calculations. 

In 2019, for example, the average level of insured cyber damage stood at 145,000 

US dollars. By 2020, this amount had increased to 359,000 US dollars. 

To compensate this shortage of data and offer some indication of the status quo on 

the data available on cyber risks, the researchers prepared a systematic overview to 

offer cyber risk stakeholders a database of publicly accessible data on cyber risks 

and cybersecurity. The study focussed on the data sets used in the academic 

literature. 

In an effort to gain complete coverage of the literature, various databases were 

queried in search of relevant literature on the topic of cybersecurity and cyber risks. 

Given the overlaps discovered and a need for simplicity, the selection was confined 

to four databases. 

Four academic databases were searched for relevant studies using the search string 

of cyber security OR cyber risk AND database OR dataset. The first run identified 

5219 studies that met these search criteria. These studies were subsequently filtered 

using further criteria. Consideration was thus narrowed to studies published over the 

previous 10 years in peer-reviewed journals. Duplicates were eliminated, and a check 

for relevance was performed. This left 255 studies that were usable for further 

research. 

These studies were divided into three different categories: The impacts of cyber risks, 

the causes of cyber risks and cybersecurity. As a final step, the data sets examined 

were consolidated. The research resulted in the identification of 77 unique and 

publicly accessible data sets. 

Cyber insurers can use the open data sets to improve their grasp and assessment of 

cyber risks. This way, data sets on impacts can be used to better measure financial 

effects and their frequency. These data could be combined with existing portfolio data 

from cyber insurers, and integrated with existing pricing tools and pricing factors, to 

assess cyber risks more effectively. A combined data set of portfolio data and 

external data sets can facilitate risk-adjusted pricing of cyber insurance, which in turn 

could also benefit policyholders. Stakeholders in cyber insurance can also use the 

data sets to identify patterns and improve the accuracy of their predictions; this would 

be in the interest of more extensive cyber insurance cover. Furthermore, the data 

sets could help specify a standardised definition in an effort to promote transparency 

and clarity. Shared terminology could lead to a more sustainable cyber market in 
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which cyber insurers take informed decisions about the amount of cover and 

policyholders understand their cover. 

 

 

Discussion 

• Is the increase in average loss the result of a targeting of larger enterprises, or is 

it the product of a more aggressive strategy on the part of the attackers? 

Depending on their configurations and skills, cybercriminals also target larger 

undertakings. Digital crime has increased as well, leading to a higher probability 

of attack. One reason often cited for this is the profitability that this sector has to 

offer for criminals. 

 

• Specifically, what data do the data sets include, and how can insurers make use 

of them? 

The category of the impacts of cyber risks, for example, includes data on the 

frequency of attacks, their impacts and the average loss involved. Trends in the 

possible claims situation are discernible particularly in the case of ransomware 

attacks. The pricing tools previously used often tended to be more scenario-based 

and relied on inadequate data sets. 

 

• Is it possible to trace the money flows behind cyber attacks?  

Attempts to trace the money flows have proven largely unsuccessful to date. In 

the case of the ransom payment (in Bitcoin) for the Colonial Pipeline, however, it 

was possible to recover 2.3 million US dollars with the aid of the FBI. 

 

Please contact Frank Cremer (frank.cremer@th-koeln.de) with any questions or 

comments. 
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