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In today’s networked world, the threat of cyber risk is ubiquitous. The unpredictable 
and far-reaching effects it presents pose a considerable threat to the international 
economy and society. In the insurance sector, primary insurers often have difficulty 
obtaining sufficient capacity for these risks. Approx. 50% of global cyber premiums 
flow into the reinsurance market, according to a report by Gallagher Re (cf. Newman, 
2022). According to various industry sources and statements, cyber risks are often 
passed on to reinsurers in the form of proportional reinsurance. Cyber underwriting 
is still in its early stages; hence, it is unclear what risks cyber insurers face and the 
dimensions such claims can take present (cf. Pache, 2024). If a reduction in capacity 
were to occur, this would result in stricter underwriting, often accompanied by 
shortened insurance cover, higher requirements for security measures and larger 
deductibles. Consequently, policyholders and SMEs in particular would have to pay 
significantly higher premiums; in the worst case, they might fail to meet the criteria 
for cover and hence lose that cover (cf. Skeoch & Ioannidis, 2024). 

From this, it seems reasonable to consider how additional capacities can be provided 
to cushion the effect of a hardening. Another advantage for policyholders would be 
that they could benefit from greater insurance cover, higher insured sums and better 
terms of insurance. 
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In respect of this presentation at the 17th Annual Meeting of the Sponsoring Group, 
three related questions were addressed to present relevant practice and research on 
the transfer of risk in the field of cyber risk. Accordingly, reinsurers’ approach to 
cumulative cyber risk was considered, the question of whether insurance-linked 
securities (ILS) can provide sustainable capacity was discussed, and current 
scientific research on cyber-ILS was analysed. To address these respective 
questions properly, a mixed-method approach was chosen that permits 
implementation of semi-structured interviews and analysis of the relevant literature. 

Interviews were conducted to determine how reinsurers deal with their cumulative 
cyber risk as well as whether ILS is an additional way to maintain capacity. Experts 
from eight reinsurance companies were interviewed for this purpose. These 
interviews were then transcribed and subsequently evaluated and summarised with 
the aid of thematic analysis. 

From the standpoint of science, a systematic analysis of the literature was performed 
to ascertain the current state of academic research of cyber ILS. The analysis was 
structured on the basis on the Preferred Reporting Items for Systematic Reviews and 
Meta-Analyses (PRISMA) (Page et al., 2021). As evolution in cyber is ongoing, only 
articles published in the past ten years, and written in German or English, were 
considered. Moreover, articles were included in this work only if a paper’s authors 
had full insight into the respective articles. 

To cover a reasonably broad spectrum of literature, the search was performed in a 
variety of databases to collect relevant literature on the topic. Given the issue 
examined, two search strings were created and applied across all databases. To 
make the search efficient and reproducible, the following search strings with Boolean 
operators were used in all databases: 

cyber AND cat AND bond 

cyber AND insurance-linked AND securities 

To keep the search consistent across all databases, some adjustments were made 
for the respective search engines. This process identified 343 articles in all. In a next 
step, this number of articles was purged of duplicates. Next, the criteria that could 
not be taken into account by the different databases were applied, such as free 
access to articles, publication year and language. The final step of the selection 
process was designed to verify the relevance of the articles identified. The number 
of results was large; hence, their abstracts were first analysed to ascertain whether 
the articles were relevant for the systematic analysis of the literature. An article was 
deemed relevant if the abstract clearly pointed to cyber cat bonds as its main topic. 
If anything was unclear, the article was subject to a complete review. Throughout this 
last phase, the number of articles was finally reduced to 13. These articles were then 
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entirely read and analysed. Finally, the results were divided into two categories: 
qualitative research (5) and quantitative research (8). 

As for reinsurers’ approach to cyber accumulations, four factors were identified that 
were not clearly separated from one another. The first factor singled out is geography. 
This stems from indications that different countries have different languages and 
apply different regulatory policies and operating systems, which, in the experts’ view, 
make it difficult for attackers to carry out homogeneous hacks. The second factor 
concerns the industries and company sizes involved. E.g., large companies often 
have a suitable cybersecurity budget; SMEs frequently cannot afford these 
precautions, but they are also not as attractive to attackers. In this regard, 
diversification is achieved through a possible large diversification across sizes and 
sectors. This diversification applies to the third factor as well: technologies and 
service providers. For example, an effort is made to ensure that not all risks rest with 
the same cloud provider. The final factor concerns borders and risk controls. 
Reinsurers might e.g. underwrite certain regions only up to a certain amount above 
which they reduce or halt their underwriting in these regions/continents. 

Returning to the question of whether ILS is a sustainable way to provide capacity, 
the experts were in unanimous agreement. There are some challenges, however, 
that frighten investors away. Possible aspects mentioned in this connection involved 
complexity (regarding cyber), trust in this form of investment and the development of 
suitable triggers. Suitable solutions here would include providing the requisite cyber 
expertise; establishing comprehensible and clearly defined triggers; trust and 
transparency in risk modelling; and a certain breadth of experience vis-à-vis 
implementation of cyber-ILS. 

As a summary of the findings drawn from practice and science makes clear, cyber-
ILS is still in its infancy in both realms. Systematic analysis of the literature on the 
subject, for example, identified just a few items. The focus in the academic articles 
identified was on quantitative research. In terms of the field of practice, potential 
investors seeking to invest in Cyber-ILS currently need a comprehensive grasp of the 
topic of cyber itself. Many investors still struggle with this form of hedging, as the 
cyber threat and the potential risks it involves are not yet entirely understood by all 
ILS stakeholders. The only path to better understanding is through increased 
transparency. This means that analyses, model assumptions and conditions must be 
understandable in equal measure by both parties (cedants and investors). A uniform 
definition of cyber incidents and claim payments is essential to creating the kind of 
clear understanding that will make this supplementary investment class interesting 
and understandable for investors as well. 

The analysis demonstrates that the demand for capacity exists. Currently, however, 
cyber-ILS still has niche status in the market. Given the potential for problems in 
connection with cyber-ILS, research can help reduce the barriers of providing 
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comprehensive solutions. With a shared approach, sufficient capital can be made be 
available to foster sustainable growth for cyber insurance. This way, companies that 
already view cyber insurance as an important component of their risk-management 
strategy can benefit from higher cover and benefits. This way, cyber insurance can 
make an important contribution to strengthening the global economy’s resilience in 
the face of cyber threats. 

This report is a summary of the presentation on 28.06.2024. 

Discussion 

• There was no discussion following the lecture. All attendees confirmed, however,
that cyber risks harbour great uncertainty and that there is still considerable
ambiguity where risk transfer is concerned.
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