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In an increasingly networked and digitalised world, IT systems are exposed to
constant threats. Cyber attacks, data leaks, ransomware attacks or the compromise
of user accounts can all have serious economic and legal consequences (Cremer,
2024). This brief report provides the written elaboration of a previously held lecture
and research project offering an international comparison of IT-security analyses of
enterprises.

A regular vulnerability analysis can help companies make and keep their systems
resilient, minimise risks and meet the requirements of law (e.g. under the GDPR, the
German IT Security Act or sector-specific standards such as ISO/IEC 27001). The
vulnerability analysis (also known as a ‘vulnerability assessment’) is a central
element of IT security. It helps systematically identify, assess and prioritise security
gaps in IT systems, networks, applications and infrastructure components. The aim
is to detect targets of potential attack early on, before external or internal attackers
can exploit them. The vulnerability analysis thus forms an important basis for
implementing appropriate safeguards and developing a holistic security concept
(Aslan et al., 2023).

The research investigated vulnerabilities at a total of 11,000 companies worldwide.
An outside-inside scan designed to identify and assess security gaps across
respondent firms was conducted in cooperation with Cysmo. The data set consisted
of 55% small and medium-sized enterprises (SMEs), 27% larger medium-sized
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enterprises and 18% large enterprises. The investigation concerned itself with firms
from key sectors including IT, energy supply, retail and other critical industries.

The investigation revealed a large number of problem areas with relevance for
security; these varied by region:

1. Encryption

There were interesting findings in the field of encryption. The investigation found that
many companies’ e-mail and web servers still relied on outdated SSL/TLS versions,
leaving sensitive data vulnerable to interception efforts and failing to prevent ‘man-
in-the-middle’ attacks. The situation is particularly critical in regions such as Japan,
India and Latin America, where older-version protocols such as TLS 1.1 and its
predecessors are still in wide use. With e-mail servers, use of these outdated
standards permits potential interception of e-mails; this poses an elevated security
risk, particularly in the aforementioned regions. The use of insecure encryption
technologies also creates a high risk potential for web servers — this is true not only
of India and Latin America but of many countries in Africa as well. By contrast, the
US and the UK fare better in an international comparison, as obsolete protocols are
used less often there. But the worldwide spread of weak encryption standards is still
a risk that should not be underestimated: It opens up attack vectors that intruders can
use to read passwords, manipulate data and gain unauthorised access to confidential
information.

2. Darknet exposure

Another serious security problem involves the exposure of sensitive company data
in the darknet. Companies in Latin America, the US and the UK are particularly
affected and report the greatest numbers of leaked e-mail addresses and passwords.
Data leaks like these facilitate forms of targeted attack such as credential stuffing, in
which stolen access data are automatically tried and abused — a method that is
particularly critical for companies that use Microsoft Single Sign-On (SSO). The risk
in this context is particularly high in Latin America, followed by Great Britain and
Canada. Even in regions with comparatively lower numbers of leaked data sets,
growing global connectivity is no guarantee of security. After all, once published on
the darknet, access data can be used to wage attacks worldwide. The potential
consequences are considerable: Phishing, account takeovers and unauthorised
access through reuse of passwords all pose direct risks to the companies affected.

3. Open ports

Openly accessible ports also pose a significant security risk — particularly if they
afford access to sensitive services such as administrative interfaces or databases.
The analysis shows that companies in Latin America are particularly affected: The
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highest proportion of publicly accessible services can be found there, including many
with potentially critical access. Attackers often automatically scan exposed systems
such as these in search of vulnerabilities they can identify and exploit. In the worst
case, this can lead to data loss, significant reputational damage or even the complete
compromise of the affected systems. This is far from exclusively a regional problem,
as open ports present a widespread and dangerous attack vector worldwide.

4. Software risks

An essential aspect of IT security that is often underestimated but essential is the use
of outdated software. Many companies are still running operating systems and
applications that have not received security updates for years and thus pose a
significant risk. Particularly common instances include older versions of Microsoft
Windows Server, such as the 2003 and 2008 editions, and outdated Linux
distributions such as Debian 5 to 7 or pre-2016 versions of Ubuntu. Systems like
these invite attack: Known vulnerabilities can be easily exploited on the one hand,
while new zero-day gaps remain completely unpatched on the other. Potential
consequences range from a broader attack vector to serious compliance violations —
a risk that many companies still accept, even in spite of clear warning signs.

5. Provider usage

The analysis of provider usage illustrates a global dependency relationship on a
handful of major providers of the cloud and hosting services. Global providers such
as Microsoft, Google, Amazon and Cloudflare are dominant in nearly all the regions
and represent central pillars of digital infrastructure. Some regional differences are
evident in spite of this global concentration: Amazon has a particularly strong
presence in Japan, for example, where providers such as Hetzner hardly play a role.
In Latin America, alongside the global players, local providers such as Locaweb are
also making a stronger appearance. This concentration of services across a handful
of providers poses significant risks — particularly where security gaps or large-scale
failures are concerned. If a provider is compromised or experiences a disruption,
there can be far-reaching impacts for entire industries or even countries. Dependency
on central components of infrastructure thus creates potential single points of failure
that can massively affect digital systems’ stability and security in the event of an
emergency.

6. EU compliance

Finally, the analysis examines the topic of EU compliance, particularly against the
backdrop of use of Google Analytics and consent-management systems (CMS). It is
one of the most widely used tools in the world for web analytics, yet misconfigurations
of Google Analytics that fail to meet the requirements of the General Data Protection
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Regulation (GDPR) are widespread, especially within the EU. This is particularly
striking in countries such as Poland, where incorrect integration of the tool regularly
violates applicable regulations on data protection. Dealing with consent-management
systems poses considerable shortcomings as well: Heightened levels of inadequate
consent processes and technically incorrect implementations have been found in the
Netherlands, Italy and Sweden. Violations like these not only can lead to severe fines
but also have a lasting impact on users’ and business partners’ trust. A lack of EU
compliance in the use of digital technologies for tracking and consent poses a serious
risk to enterprises and far exceeds purely technical considerations.

The aforementioned findings offer a brief overview of international security risks in
digital infrastructure — from outdated encryption to leaked access data to open ports,
outdated software, dependencies on cloud providers and violations of compliance in
the EU. These findings shine a light on key vulnerabilities and regional differences,
particularly with Latin America, but parts of Europe and Asia are repeatedly
highlighted as well.

The significance and generalisability of the analysis are difficult to pinpoint, however.
As the findings stem from data gleaned from 11,000 enterprises distributed around
the world, there are significant limits to the validity of the statements. Even if the
identified vulnerabilities are highly relevant from a security standpoint, the analysis is
a snapshot that does not necessarily reflect the structural state of entire regions or
sectors of the economy. Many of the risks identified — such as the use of outdated
encryption or software — are well-known and widespread, but their specific nature
varies greatly by industry, company size and approach to IT governance.

Overall, the analysis reveals a globally diversified risk profile, with each region subject
to its own vulnerabilities. Generally speaking, though, companies do well to regularly
assess these threats and to take steps to mitigate risk — through technical updates,
heightened employee awareness or more discerning selection and control of third-
party providers. In times of increasing digitalisation and regulation, a robust and
holistic approach to managing cyber risk is indispensable.

Discussion

e What are the risks of issuing general security assessments based on such a small
sample of 11,000 companies?

The main problem with assessments based on a small sample is the risk of
distortions and wrong conclusions. Individual firms might exceed or fall short of
the industry average due to extenuating circumstances or specific security
strategies. Hence, the analysis might overstate or understate significant risks.
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Moreover, a small sample cannot adequately reflect conditions specific to certain
regions, technologies or sectors. Because the outcome is a snapshot that is
neither comprehensive nor representative, it must be interpreted with caution to
prevent incorrect decisions around IT-security strategy.

What is the significance of context (e.g. industry, company size, region) for
assessing vulnerabilities such as outdated software or open ports?

Context is a critical part of interpreting vulnerabilities. An outdated operating
system in a small, in-house network of a medium-sized firm creates a risk profile
different to the same vulnerability in an international financial-service provider.
Security standards and regulatory requirements also vary by industry (e.g. health
care vs. eCommerce) and region. The analysis reveals technical deficits, but in
many respects it is still too general. In the absence of context, one runs the risk
of incorrectly prioritising risks or deriving incorrect steps.
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