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The expansion of digital financial services raises serious consumer protection concerns, including
fraud, especially in developing countries. This column reports findings from an online experiment
in Kenya which suggest that conventional scam detection tips do not improve individuals' ability
to distinguish between scams and genuine messages. Rather, they make people over-cautious — a
result partly driven by official communication often including scam markers.

Lack of access to finance has long been identified as holding back the poor from making productive
investments (Karlan and Morduch 2010, Claessens 2006). Mobile money and digital financial services
are thus a source of optimism for policymakers and development economists (Suri et al. 2023). Digital
financial services do not rely on infrastructure investment — in contrast to the traditional banking system
— and can be rolled out together with access to phone and internet networks. Increasing phone and
internet connectivity in developing countries and the development of user-friendly text or internet-based
financial services have the potential to ‘bank the unbanked’

The expansion of digital financial services increases access to financial services but also leads to
consumer protection issues

Digital financial services have increased access to financial services in both developed and developing
countries (e.g. Pazarbasioglu et al. 2020, Balyuk 2022). Yet, there are negative side effects: consumer
protection issues are on the rise, and one major issue is fraud (Garz et al. 2021). The literature on fraud
— estimating its effects and testing methods for fraud prevention — has long focused on developed
countries. Fraud can be detrimental to consumers not only due to the direct money loss, but also by
eroding trust in financial services (Guiso et al. 2008, Gurun et al. 2017, Johnson et al. 2019), by
decreasing confidence in financial matters (Brenner et al. 2020), and by leading to mental health
problems such as depression and stress (DeLiema et al. 2020, Financial Institution Regulatory Authority
2015).

These ‘indirect’ costs might be even higher in developing countries, where levels of trust are generally
lower, as a high level of mistrust can result in people ignoring information received by phone messages.
In contexts where text messages are one of the main channels of communication, this can have important
implications for the functioning of markets, the provision of information, and public service delivery.
For example, SMS-based communication has been used to reduce frictions in rural labour and
agricultural markets (Fabregas et al. 2019). Messages have also been used to enhance individuals’
knowledge and health behaviors (Holst et al. 2021, He et al. 2023), and to motivate bureaucrats (Dustan
et al. 2023). In addition to ignoring information, the fear of being defrauded may also lead to people
avoiding the usage of DFS (Koyama et al. 2021).



The indirect costs not only occur through direct victimisation but also through exposure to fraud
attempts. Yet, people might not be able to recognise all types of fraud or differentiate genuine offers
from scams (Chen et al. 2018). So even if only a few individuals are direct victims of fraud, the inability
to detect fraud attempts and the lack of confidence in this ability may impede participation in the labour
market and hence are relevant measures.

Measuring scam identification ability

We develop a novel measure for an individual’s ability to identify a scam — i.e. the ability to distinguish
scam messages from non-scam messages — and confidence in this ability (Kubilay et al. 2023). Our
focus is Kenya, Africa’s leader when it comes to digital infrastructure and mobile money use (Koyama
et al. 2021). We first collect actual scams and official communication that circulate in Kenya from
different sources: social media (Twitter, now X, and Facebook groups), focus groups and stakeholder
interviews. In an online survey (N = 1000), we then show respondents 12 different messages based on
the actual messages collected and ask them to indicate whether these messages are a scam or not (see
Figure 1 for an example). The share of correctly identified messages measures the respondent’s scam
identification ability (SIA). We also ask participants to rate their confidence in their answers.

We find that women and less experienced users of digital financial services have lower SIA. Women are
also on average less confident in their ability to distinguish scam from non-scam messages. This result
corresponds to the findings of a financial literacy gender gap (Lusardi and Mitchell 2014). Surprisingly,
having been a victim of a scam is not significantly associated either with SIA or with confidence.

Figure 1 Example vignette

Thursday, 16:30

Dear customer, a new number
758XXXX38 is about to be
registered under your ID number.
Please reply with Yes to continue
or NO to cancel the registration.

o) F@ Text (Safaricom)

Note: Illustration of a vignette in the style in which messages were shown in the online experiment of
Kubilay et al. (2023). Based on an actual official message collected in Kenya in 2021.



A light-tough scam education intervention does not increase scam identification ability

The existing recipe to preventing consumers from falling victim to scams is to pursue education and
awareness campaigns. Do they improve people’s ability to distinguish scams from genuine
communication from banks and telecom providers?

We test the effectiveness of light-touch scam education in our online experiment. After classifying the
first block of six vignettes, a randomly chosen half of the participants receive common tips on fraud
prevention. These tips warn consumers about ‘scam markers’ (see Figure 2), which include typos and
grammar mistakes, messages coming from an unknown sender, messages including a shortened link,
and requests for private information (passwords, pin codes). The tips appear one by one before the
overall graphic is displayed. Participants spent on average over one minute reviewing the tips.

Figure 2 Tips treatment

PI37F703L

Confirmed. You have
received Ksh 5,530.00
from JACOB BARAZA on
3/9/21. New M-PESA
balanze is
Khs.(LOCKED). Visit
http://bit.ly/mspesa333

31093 434. Pay
LRESA,

Pay attention
to the text!

» Beware of spelling
mistakes, wrong
tense or wrong
punctuation.

* Do not click on
shortened links.

Pay attention
to the sender!

» Do you recognize
the sender?

« Safaricom will
only SMS you
from MPESA and
Safaricom.

Your bank will never
text to ask for your
PIN or password!

Note: Final graphic of the tips treatment used in the online experiment of Kubilay et al. (2023). The
tips were based on commonly communicated tips in Kenya. The pieces of information were shown
step by step and participants clicked through them at their own speed before seeing the overall graphic.

We then compare how well participants can distinguish scams from non-scam messages in the second
block depending on whether they saw the tips or not. We find that the share of correctly identified
messages does not change (see Figure 3, left-hand panel). This implies that our light-touch
intervention did not improve respondents’ scam identification ability. We find that this average null
effect is driven by respondents being more likely to correctly identify scam messages (Figure 3,



middle panel) and less likely to correctly identify genuine messages (Figure 3, left-hand panel). Thus,
on average, tips appear to make consumers more cautious - they are more likely to classify any
message as a scam.

Figure 3 Effect of the tips treatment on the share of correctly identified messages (left-hand panel),
the share of correctly identified scam messages (middle panel), and the share of correctly identified
official messages (left-hand panel)
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Note: Results of the online experiment of Kubilay et al. (2023) (n=1000). The share of correctly
identified messages is based on the classification of six different messages, four of them being scam
messages, and two of them genuine official messages.

Taking a closer look, we find a more nuanced picture based on whether a message contains a ‘scam
marker’. First, offering tips increases the share of correctly identified scams, regardless of whether a
scam marker is present in the message. This suggests that tips do indeed make people more cautious.
Second, if a genuine message includes a scam marker, it is more likely to be classified as scam.
Therefore, official messages resembling scams (including a shortened link or a typo) — which are not
unusual in the Kenyan context — seem to partly drive the average null effect.

The way forward: The need for enhanced fraud prevention strategies

While tips have been a popular low-cost measure employed by banks, telecom providers, and public
authorities to prevent victimisation, their effectiveness is not only limited in Kenya. For investment
fraud (Burke et al. 2022) and telemarketing scams (Scheibe et al. 2014) in developed countries, results
are similarly discouraging, showing null or weak effects that are mostly short-lived. The seeming
appeal of tips as an easy-to-scale and one-size-fits-all approach rather appears to be a weakness: not all
tips apply to all scams, not all consumers can be reached via written tips, and the scammers
themselves also receive these tips and take them into consideration when designing their strategies.

For providers, several lessons emerge. First, especially in the Kenyan context, communication should
be free of any ‘scam markers’ that are highlighted by tips or are otherwise commonly associated with
scam messages. Yet, this will be a short-lived solution given the dynamic nature of scams and
establishing trusted ways of communication may be a more sustainable solution. In a low-tech
environment, this could mean inserting an individual-specific word or number in all communication
that identifies the provider as the actual communicator. Additional strategies can be based on more
advanced technology, ranging from dedicated apps as unique communication channels (see Fu and
Mishra 2022 on fraudulent FinTech apps) to biometric identification (if the phone allows).

However, in the end, and irrespective of the technological advances, the human factor will remain a
weak spot (see https://retool.com/blog/mfa-isnt-mfa as an example of how a system that was believed
to be secured by multifactor authentication was accessed via social engineering). Building digital but
also financial capabilities cannot be ignored, even though it will require more than just a few tips.
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